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Preface

Preface
Intended Audience

This document is intended for the following audience:
e Customers

e Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=accandid=docacc.

Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=accandid=trs if you are hearing impaired.

Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e  Prerequisites

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Release 18.3.0.0.0, refer to the
following documents:

e Oracle Banking Digital Experience Licensing Guide
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OBDX Servicing Application

2. OBDX Servicing Application

2.1 Prerequisites
OBDX Android App is supported on Android 6 and above versions.

18.3 App will not work for Android 5 and below versions

a. Download and Install node Js (will be downloaded to default path)

Install node js from https://nodejs.org

c. Download and Install Android Studio

d. Download and install Android Studio from https://developer.android.com/studio/index.html

e. Download and Install Android platforms
Update Android SDK to latest API Level.

—h

Cordova Version: 6.x

s Q@

Gradle Version: gradle-4.6

Android Gradle Plugin Version (3.2.1): 'com.android.tools.build:gradle:3.2.1'
j. Set Environment variables

k. Set following system variables:

1. Click on Windows key and type Environment Variables.

2. Adialog box will appear. Click on the Environment Variables button as shown
below

Mobile Application Builder Guide — Android 2
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OBDX Servicing Application

System Properties b4

Computer Mame  Hardware Advanced  System Protection Remote

ou must be logged on as an Administrator to make most of these changes.

Performance

Visual effects. processor scheduling, memory usage, and virtual memaony

Settings...
User Profiles
Desktop settings related to your sign-n

Settings...
Startup and Recovery
System startup, system failure, and debugging information

Settings...

E Environment Variables. .. ;

QK Cancel Apphy

3. NODEJS <nodejs_path> Example: “C:\Program Files\nodejs\”.

l. Add the above variables in “PATH” system variable.

Mobile Application Builder Guide — Android 3
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‘ ‘ Home \ Insert

OBDX Servicing Application

Clipboard i

Font User variables for MGARI

17-2_app_document Final.docx - Microscft Word - X
Pagelajout  References  Mailings  Review  View @
& Cut e =Y = Tt | s— | . 44 Find ~
Calibri {Body) oo
I B 2copy I Environment Vaiables AaB aasbce. asesceo | 8 Repiace |
S g romatrane (B 4 LT % X A @ Title St SublleEm. |- Chn0E | o
B Editing

Variable
PATH
TEMP
TMP

Value

CA\Users\MGARN AppData\Roaming\npm
%USERPROFILE%:\AppDatalLocal\Temp
%USERPROFILEZ:\AppDatalLocal\Temp

New User Variable

Variable name:

Variable value:

[Nooess

‘ C\Program Files\nodejs

Browse Directoy... | |

Browse File...

0s

Path
PATHEXT
PERLSLIB

NUMBER_OF_PROCESSORS 4

Windows_NT
CA\ProgramData) Oracle\Javajavapath; C:\app\ MGARN preduct1.2..
.COM; EXE..BAT;.CMD:.VBS; VBE: J5;:.JSE: WSF:.WSH: MSC

L]
anced  System Protection  Remote
\dministrator to make most of these changss
g, memory usage, and vitual memory
and debugging information
Environment Variables.
2
]

Page 1022 | Words: 1,206 (5 |
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OBDX Servicing Application

I MobileAPps:s [Compatibility Mode] - Microsoft Excel - X
Pagelayout  Formulas Data  Review  View @-02x
anc|liE e SEE] s M= = i -
Calibri MRSl X — ':?‘ /E—\ T Autosum ﬁ @a
Environment Variables X @ Fill =
Paste b - -A- g lete Format Sort & Find &
v Jmeat Painter [[& A e - G Cear  Fiter~ Select~
Clipboard ] Font il User variables for MGARI s Editing
‘ ALLE M k| Variable Value
=
T8 | Nopes CAProgram Files\nodejs R
Varisble yalue: | .
i} 1 PATH C\Users\MGARNAppDatz\Roaming\npm
%90 o Doy TEWP SUSERPROFILE%\AppDatalLocal\Temp ranced  Stem Frfecton Remote
10 e T™P SRUSERPROFILE?\AppDataiLocal\Temp dininisirator o make mostof these changes,
102 P
03
P
104 v:mm uling, memory usage. and vitual memory
s sERLslE
06
i Edit... Delete Seftings..
108
k)
10 System variables |
il ] pr sign-n
ug Variable Value &
irerrarmmr Comspec CAWINDOWS\system3md.ore Setngs
ug A B DEFLOGDIR Ci\ProgramData'\McAfee\ DesktopProtection
17 NUMBER_OF_PROCESSORS 4 .
i o Windows NT and debugging information
FZSD Path CA\ProgramData!\ Oracle\Java\javapath; C:\app\MGARNproduct\ 11.2.. S
= PATHEXT COM: EXE: BAT: CMD: VS, VBE: J5 JSE: WSF: WSH: MSC o
122 PERLSLI v
123 Environment Variables
2 Nev.. Edit. Delete
125
126
= 0K Cancel oy
oK Cancel E
=] T
130
131
132
4 4+ ¥ sheetl Shest? “Sheet3 / {J [ m 1]
Ready

2.2 Create project
1. Install cordova using the command

npm install —g cordova
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OBDX Servicing Application

&8 Command Prompt - X

a. If you face the above error then set proxy using following commands on command line.
npm config set proxy <provide your proxy value here>

npm config set https-proxy <provide your proxy value here>

& Command Prompt - X

Mobile Application Builder Guide — Android 6



OBDX Servicing Application

@& Command Prompt - X

1:58 PM
~ 8 OB s

2. Create sample project using following command
cordova create <directory name> <package name> <project name>

Eg : cordova create zighank com.ofss.zighank ZigBank

B Command Prompt - X

200PM
O R =L U=t

3. All subsequent commands need to be run within the project's directory

cd <directory name>

Eg: cd zigbank

Mobile Application Builder Guide — Android 7



OBDX Servicing Application

@& Command Prompt - X

the tool over time?

201PM

DB jps00m

4, Add platform android to the project using following command

cordova platform add android @6.x.x

Bl C\Windows\system32\cmd.exe — [m] ®

imentaiondemo app>c

r than 4.8. If you have a previous p

5. Extract Android workspace from installer and place in a folder.

a. Copy folders cordova & Cordovalib from sample project (created in previous
step) to this workspace(zigbank\platforms\android). Merge the folders and skip
(do not replace) existing files. Confirm from below screenshot

Mobile Application Builder Guide — Android 8



.gradle 2
.idea 12/14/2018 6:52 PM

app
app-lib
Barcodescannerlib
build
cordova
Cordovalib
customizations
gradle
obdxcore
obdawear
obdawear-lib
|j android.iml
j android.json
" build.gradle

|| gradlew
gradlew.bat

|j keystore,jks

ﬂ local.properties
ﬁ project.properties
Nj settings.gradle
mjwrapper.gradle

2.3 Adding Ul to workspace.

Use any 1 option below

a. Building un built Ul (required in case of customizations)

MName Date modified

127172018 4:
6/28/2018 11:17 PM

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

IML File

JSOM File
GRADLE File
File

Windows Batch File
JKS File
PROPERTIES File
PROPERTIES File
GRADLE File
GRADLE File

Size

TKE
4 KB
2KB
6 KB
KB
3KB
TKB
TKE
TKB
TKB

OBDX Servicing Application

Extract unbuilt Ul and traverse to OBDX_Installer/installables/ui/channel/_build

folder and perform below steps
Windows —

npm install -g grunt-cli
npm install
set OBDX_IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile
grunt --max_old_space_size=5120 mobilebuild --platform=android

Linux -

sudo npm install -g grunt-cli
sudo npm install
export OBDX_IS_GRUNT=true

node render-requirejs/render-requirejs.js mobile
node --max_old_space_size=5120 grunt mobilebuild --platform=android
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OBDX Servicing Application

a. Using built Ul (out of box shipped with installer)

i. Unzip dist.tar.gz for android from installer and copy
folders(components,extensions,framework,images,json,lzn,pages,partials,re
source, index.html,build.fingerprint) to workspace
(platforms/android/app/android/app/src/main/assets/wwwi/)

Delete originations folder inside images (images/originations) and ensure webhelp
folder is not copied.

Also delete files: \assets\www\framework\js\libs\oracle.live.web.api\lib\jquery.js

and \assets\www\framework\js\libs\oraclejet\js\libs\jquery\jquery-3.3.1.min.js

2.4 Importing in Android Studio

Open Android Studio

1. Import zigbank/platforms/android in android studio by clicking on Open an Existing Project.

#® Select Eclipse or Gradle Project to Import >

Select your Eclipse project folder, build.gradle or settings.gradle

- B X O Hide path
MWorkspace18.1\android\servicelworkspacehobdx\platformsiandroid &
Waorkspacel18.1
android

® authenticator
service
® libraryproject
workspace
obdx
platforms
.gradle
Adea
assets
** BarcodescannerLib
build
cordova
#* Cordovalib

b B9 aradle

Drag and drop a file int e above 10 quickly locate it in the tree

m ‘ Cancel | | Help |

Mobile Application Builder Guide — Android 10



OBDX Servicing Application

2. For Adding Facebook (Required for social payments only)
a. Open facebookconnect.xml

b. Replace YOUR_FB_APP_ID with your fb app id generated from facebook
developer console

c. Replace YOUR_APP_NAME with the App name

Mobile Application Builder Guide — Android 11



OBDX Servicing Application

As shown below

facebook for developers Docs Tools pport [UFSICI © search developers.facebook.com
B zioBank - APPID: 1 & 21 92 9 %38 @D status:live 7 View Analytics (@ Help
Dashboard
#4 Dasnboa Facebook Analytics
£ Settings >
Rol » ) .
Py Roles View Your Analytics
A Alerts » - th View Analytics
© App Review »
UNIQUE USERS
PRODUCTS
@ Facebook Login »
10
@ Analytics >
@ MWessenger >
@ Webhooks .

iy Lo —_/ "\
| VAN

Nov 15 Hov 18 Now 21 Nov 24 Nov 27 Nov 30 Dec03 Dec 08 Dec 09 Dec 12
B ndod |1 plat\cerrniande e isnc maied ren valuet facsboohcommect s fapg] + Andrond Shudk -
e B0t Yeew Novgate (ode Aclyae Befacier Buld Rgn Jook V(S Wedow el
W EQO - X DG AR & A Fogapstecrsoawitedstimagp Y B S & B L &2 4 7 Q
o Anch oMavetes vl & wo >
enaeding= i8> v.e
L] “OtrAng sanes"fb spp L4"Fif,  1Z4€5Y 12</nteing

ring nanes" D agp_nane sazk</otring
</ reascurces
‘
g .
& 4
3
o]
A
5 S
3
W iemesl  Weom tvent
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Google Play Integrity

3. Google Play Integrity

a. Go to URL https://console.developers.google.com/

b. Create a new Project and set name of you project

New Project

Project name

‘ SafetyNet|

Your project ID will be safetynet-161214 © Edit

CANCEL CREATE

c. Choose ‘API's & Services’ option from side bar.
d. In API's & Services > Dashboard > Choose ‘Enable APIS AND SERVICES’.

API APIs & Services APls & Services -+ ENABLE APIS AND SERVICES

< Dashboard
(i ] You don't have any APls available to use yet. To get started, c
o Library
O Credentials
HY OAuth consent screen
Domain verification
=] Fage usage agreements

e. This will redirect to ‘Library’ where we need to search ‘Google Play Integrity API’.

€ © @ console.cloud.google. ibrary/browse? tionld=0&project=s stric-sylph-374507 le%20F ay? i o v » 0@ :

B oracle Login - Sin.. & 19.2 SUSIT - Ora. JFrog 32 Environments - Or... 3% 18.1-Oracle Bank.. @ Index of obdx-np.. 32 18.2 - Oracle Ban.. [B] Login - Futura Bank .8 Archive Extractor

Google Cloud 2 sample Project ~

AT API Library Q. Google Play Integrity x

APl Library > “Google Play Integrity”

= Fiher Type to filter 2 results
Google Play Integrity API
Visibility ~ Googia
Public @ The Play Integrity API helps you check that you're interacting with your genuine app on a genuine Android device powered by Google Play
services, The Play Integrity API has replaced SafetyNet Attestation and Android Device Verification.
Category ~
Mobile @ Android Device Verification (DEPRECATED)

Google

DEPRECATED. The SafetyNet Attestation AP| is deprecated and has been replaced by the Google Play Integrity AP, Please see the link below for
more information.

f. Click on Google Play Integrity APl and enable it.
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Google Play Integrity

€ C & console.cloud.google. ?project=symmetric-sylph-374507 O w »0@ :

B oracle Login - Sin.. 3 19.2SUSIT-Ora.. & JFrog & Environments - Or.. $& 18.1- Oracle Bank.. @ Index of obdx-np... & 18.2- Oracle Ban.. [8] Login - FuturaBank ,$ Archive Extractor. »

Google Cloud ample Project v

< Product details

Google Play Integrity API

Google

Check that interactions are coming from your genuine app running on a
genuine Android device.

ENABLE TRY THIS API 2

OVERVIEW SUPPORT
Overview
The Play Integrity API helps you check that you're interacting with your Additional details
genuine app on a genuine Android device powered by Google Play services
The Play Integrity API has replaced SafetyNet Attestation and Android Device Type: SaaS & APls
Verification. Last updated: 23/12/2022
Learn more & Category: Mobile

Service name: playintegrity googleapis.com

g. If the application usage is high, the quota request form needs to be submitted. Please fill quota
request form from below site. Also select below options.

https://support.google.com/googleplay/android-developer/contact/piaqr

© @ support.google. ct/pia n * » 0@

Oracie Login - Sin.. 38 19.2SUSIT-Ora.. % Jfrog 38 Environments - Or.. 3% 18.1-Oracie Bank.. @ Index of obdx-np.. 3¢ 18.2 - Oracie Ban.. [E] Login - Futura Bank .3 Archive Extractor. B

= Play Console Help Q. Describe your issue

Play Integrity API

The Play Integrity AP helps you check that interactions are coming from your genuine app, installed by Google
Play, running on a genuine Android device. When you detect risky and unknown interactions, you can respond
appropriately to fight attacks and abuse.

You can use the form below to provide feedback, report issues, or request to increase your daily maximum
number of requests. By default, apps are subject to a daily maximum of 10,000 requests per day. Before
requesting increased usage, review the Play Integrity API including the security
practices to ensure you have implemented the API correctly.

At this time, we can only respond to emails sent in English, Chinese, Japanese, and Korean.
* Required field

Please specify: *

@ Increase maximum number of daily requests

QO  Provide feedback

O reportissue

Name of requesting organization/person *

Mobile Application Builder Guide — Android 14



Google Play Integrity

C @ support.google. i h % » 0 ° H

Oracle Login - Sin.. $& 19.2SUSIT-Ora.. [ JFrog $& Environments-Or.. & 18.1-Oracle Bank.. @ Index of obdx-np.. & 18.2 - Oracle Ban.. Login - FuturaBank , § Archive Extractor... »

= Play Console Help Q  Describe your issue

How are you calling the Play Integrity API? *
@® My appis calling the API directly

O A third party I'm using in the app is calling the API, please specify

How often will you call the API for each user? *
QO Oonce per day or less

O Once per hour

O Once per 15 min

@ Once per 5 min or more

Is there any PIl or SPIl used for the nonce (e.g. user id, user name, phone number, Android ID, SSN, etc)? *
O Yes, but hashed or encrypted
O Yes, in plain-text

® no

C & support.google. 6« »0@
(& OracloLogin - Sin.. 3¢ 19.2SUSIT-Ora.. /% JFrog 38 Environments - Or.. 3¢ 18.1-Oracle Bank.. @ Indexof obdx-np.. 3¢ 18.2 - Oracie Ban.. [B] Login - FuturaBank . $ Archive Extractor. »
Play Console Help Q  Describe your issue

How are you validating Play Integrity API responses? *

QO server side - by calling Play’s server to decrypt and verify

@ Sserver side - by decrypting and verifying with self-managed APl keys
QO  Inmy app - by calling Play’s server to decrypt and verify

O  Inmy app - by decrypting and verifying with self-managed API keys

QO Other, please specify

How does your app retry in case of Play Integrity APl errors? *
@ norerry

QO A small number of retry attempts within a short time window
O  Retry with exponential backoff

QO  Other, please specify

Mobile Application Builder Guide — Android 15



Google Play Integrity

C @ support.google. i i H % » 0@ :

aclo Login - Sin.. 38 19.25USIT-Ora.. % JFrog 3¢ Enviconments-Or.. 3¢ 18.1-Oracle Bank.. @ Index of obdx-np.. 3% 18.2- Oracle Ban.. [B] Login - Futura Bank .8 Archive Extractor. »

Play Console Help Q  Describe your issue

!
How will your app act when the Play Integrity AP detects risky traffic? *

Please answer with your end goal in mind even if your app is not acting yet. As a reminder, your app should also be able to
deal with Play Integrity API errors and the AP1 being unavailable.

@ Deny access to functionality (for example, users won't be able to log-in). | want unauthorized usage
of my app to go down.

Alter or limit specific features (for example, only users on good devices will be allowed on a
leaderboard). Overall usage of my app might stay the same.

A mix - deny access for some responses and change features for other responses. | want some
unauthorized usage of my app to go down.

No action. I'm only collecting data.

00 O O

Other, please specify

Quota request - Estimated total queries per day *
10,000 to 1,000,000 (10K to M)
1,000,000 to 10,000,000 (1M to 10M)

10,000,000 to 100,000,000 (10M to 100M)

0000

100,000,000 or more (100M+)

Quota request - Estimated total queries per day * - The approximate load, Play
Integrity APl is called once each time the app in opened

Quota request - Estimated peak queries per second - Leave blank
h. To enable Play Integrity responses please follow below steps-
Go to Google Play Console->Side Menu ->App Integrity

-
[ ® © ® > Appintegrity | test x 4 v
| € 5 ¢ % play.google. 797358/app/ integri view * 490 L0
Oracle Login - Sin... 19.2SUSIT - Orac... 2 JFrog Environments - Or... 18.1 - Oracle Banki... 18.2 - Oracle Bank... Login - Futura Bank Archive Extractor... » All Bookmarks
: [au]
= ?; Google Play Console Q  Search Play Console ® @ test @&
L inbox 3 z
App integrity
tls Statistics
Play Integrity AP Integration not started
T Publishing overview
App signing Signing by Google Play
Release
B8 Releases overview Store listing visibility No integrity checks
) Production
» ) Testing
Play Integrity API iesston o sses m —
» 1O Reachand devices
‘2) Ak Bt Simloies Call the Integrity API at important moments in your app to check that it's your app binary, installed by Google Play, running on a genuine Android device. Your
Lad La app's backend server can decide what to do next to prevent abuse, unauthorised access and attacks. Show less
(® Play Integrity API for Android [@ Play Integrity API setup [  Play Integrity APl overview
developers
- How to set up your app of game to Play Integrity API helps protect your
App signing 2 minutes use the Play Integrity API apps and games from risky and
R fraudulent interactions
Internal app sharing
Advanced settings
= isetti
p pi g8 5|
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Google Play Integrity

Click on Settings.

® 0 @ P Playintegrity APl settings [ 1+ X 4 v ]
& 5 @ % play.google. / 797358/app) 3426267 y ity-apl-setting * &40 &0
Oracle Login - Sin... & 19.2SUSIT-Orac.. & JFrog @& Environments - Or.. g% 18.1- Oracle Banki.. & 18.2 - Oracle Bank... Login - Futura Bank , § Archive Extractor... » [ All Bookmarks
= > Google Play Console Q,  Search Play Console ® @ test |
) Inbox 2
d

« Appintegrity

Play Integrity API settings @ Get support

il Statistics

T Publishing overview

Release PI‘Oject conﬁguration Hide A

0O Releases overview
#. You can change Play Integrity AP settings after you link a Google Cloud project

£ Production

» {3) Testing

» 1,0 Reach and devices
Responses
(m) App bunde explorer
View and edit the integrity verdict responses that your app receives

@ App integrity

Field Verdict Status. Values
v {8 Setup
Device integrity Device integrity off
App signing
Internal app sharing Device integrity Recent device activity (& off
Advanced settings Application integrity Application integrity 3 off

Click on Link project and then link your existing google cloud project. If it is not created then
create new and link the same.

Link Google Cloud project X
Link your Google Cloud project to use the integrity API
]
Google Cloud project
(®  Link existing project
By linking your Google Cloud project, you agree 10 the Terms of Service.
Sample Project +
Enter project number manually
i (O  Create new project
-
-
LS A
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Google Play Integrity

i. Scroll down on the same screen and click on Change Responses.

& Google Play Console

€ Allapps

07 Dashboard

D Inbox 2
d

il

-‘o Publishing overview

Statistics

Release

Es Releases overview
£} Production

» (%) Testing

» |0 Reachand devices
H App bundle explorer
@ App integrity

- [g] Setup

App signing

Internal app sharing

Q  Search Play Console

Play Integrity APl settings

Responses

View and edit the integrity verdict responses that your app receives

Field

Device integrity

Device integrity

Application integrity

Account details

Environment details

Environment details

Select actions

Verdict

Device integrity @
Recent device activity @
Application integrity @
App licensing @

Play Protect status @

App access risk (beta) @

View JSON sample

Status

@on

off

@on

@on

off

off

® ®

test

& Get support

Values

MEETS_DEVICE_INTEGRITY

PLAY_RECOGNIZED, UNRECOGNIZED_VERSION,
UNEVALUATED

LICENSED, UNLICENSED, UNEVALUATED

j- Enable the Meet basic Integrity option and save the changes.

eoe O~ < >

Change responses

& play.google.com

Change the integrity verdict responses that your app receives. Device integrity, application integrity and app licensing verdicts are always

returned.

Device integrity verdicts

Meets basic device integrity (3)

Meets strong device integrity (3)

Recent device activity

Environment details verdicts

Play Protect status

App access risk (beta)

0
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Google Play Integrity

k. Scroll down on the same screen and click on Edit button of classic requests section

= P Google Play Console Q,  Search Play Console @ @ test &
€ Allapps Play Integrity APl settings © Get support
OF Dashboard Create listing

1 inbox 2

il Statistics TeStlng

Create tests to check how your app behaves when it receives different integrity verdict responses
® Publishing overview

Create new test
Release

B8 Releases overview Classic requests

Classic APl requests are an optional way to request integrity verdicts. View your maximum daily requests and configure your response
£} Production encryption. Learn more

b {¥) Testin
) 9 Field Values

» @ Reachand devices _
Usage tier (2) Standard

(=) App bundle explorer
Response encryption Managed by Google
@  App integrity
- 8 Setup
App signing

Internal app sharing
® 2024 Google - Mobile app - Status Dashboard - Terms of Service - Privacy - Developer Distribution Agreement

I. In the window that appears, select Manage and download my response encryption keys and
follow below steps to generate response encryption keys-
a. Create a new private-public key pair. RSA key size must be 2048 bits using below command-
openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password
for verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files
will now appear on your mentioned path. Then upload the public.pem file on the window
which was appeared after clicking on Manage and download my response encryption keys
option.Once you upload the public.poem file it will automatically download
your_app_pkg_name.enc file. Then hit below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.txt file on your path. It must be
consist of VERIFICATION_KEY and DECRYPTION_KEY.

b. Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_ B
table corresponding to the following keys respectively:

PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY
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Google Play Integrity

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY"

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY"

c. Similarly, Obtain the same keys for authenticator app by using above steps and then maintain
those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys respectively:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR;

update DIGX_FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY' where
prop_id ='PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR';

Change how your responses are encrypted and decrypted X

O Let Google manage my response encryption (recommended).
Google will generate and manage your response encryption keys. Your backend server will call Play's server to decrypt responses

@ Manage and download my response encryption keys.
Google will generate response encryption keys for you to download. You can update your app server logic to use the keys to decrypt responses.

1. Generate a .pem file so that Google Play can encrypt your response encryption keys for secure download.
Show instructions v

2. Upload the .pem file to download your response encryption keys.

Upload .pem file

& Upload

m. Add project number in below property of app.properties

<string name="GOOGLE_CLOUD_PROJECT_NO">@@GOOGLE_CLOUD_PROJECT
NO</string>

You will get the project number on google cloud console project
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Google Play Integrity

= Google Cloud & Play integrity v Seart for re: e products and more Q_ search ﬁ @ ® °

. N e

broject number: 420817979115 1 ProjectiD: play-integritytéadquiheddectm 1)

Yy Welcome

You're working in Play Integrity

Jashboard Recommenda

n. Mention the time in seconds to which app can hit the play integrity api. By default it is
300seconds but you can configure as per the requirement. Please use below property in
RootCheckFlags.java(workspace_installer/zigbank/platforms/android/app/src/main/java/com/ofss/

digx/mobile/android/)
long playintegrityAPICallTime = your_time_in_seconds;
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FCM Push Natifications

4. FCM Push Notifications

a. Go to URL https://firebase.google.com/

b. Traverse to console and create a project

# Firebase

Welcome to Firebase!

Tools from Google for devel

ur users

reat apps, engaging witt

OBDX

+

Add project

@) Explore a demo project 8 s

c. Download google-services.json from below page and save to (zigbank\platforms\android\app)
directory.

d. Remember to keep the projects package name and firebase package name same.

B Firebase OBDX ~ Seftings Gotodocs @ O

A Project Overview Project name 0BDX

Project D @ obdx-63%e5

Develo
P tore location us-central

2% Authentication Web API Key AlzaSyBnymFzOdRmembxyXWJtB7mS9oHdaneEDGg
=

Public settings

These settings control instances of your project shown to the public
(-) Functions Public-facing name (@ 0BDX 4
M. MLKit ; ‘
Support email (3 oraclefcdbmobiledev@gmail.com -
Quality
Your apps

Analytics

¥ google-services json

sl Dashhoard

U Ll
] Download the latest config file

as keys and
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FCM Push Natifications

e. Traverse to cloud messaging tab Enable Firebase Cloud Messaging API(V1) by clicking on

Manage API in Google Cloud Console.

<« C a

nsole.fireba: gl 639e5/sett com.ofss.zighank

@ OracleLogin - Sin.. 3 1925USIT-Ora.. % JFrog 3 Environments - Or.. 3¢ 18.1 - Oracle Bank.. 3 18.2- Oracle Ban

¥ Firebase OBDX ~

[& Login - Futura Bank

e 0@ ¢

» | B3 Al Bookmarks

o %

. )
2 Archive Extractor... [l React Native

¢copP 20

a rocaoenes (@0 Project settings
S e General Cloud Messaging Integrations Service accounts Data privacy Users and permissions
[ TestLab

4. Crashlytics

.1l Analytics Dashboard
©  App Check

€ Messaging

Firebase Cloud Messaging API (V1) Q Enabled

Recommended for most use cases. Learn more (4
Sender ID Ser

vice Account

Product categories 062626365675 Manage Service Accounts (4

Build v

f. Get the Project ID from Project Setting in Firebase console

<« C @& console firebase.google. ofss.zigbank

@ Oracle Login - Sin.. 3§ 19.2SUSIT-Ora.. /% JFrog 38 Environments - Or.. 3% 18.1- Oracle Bank.. $& 18.2 - Oracle Ban.. [8] Login - Futura Bank

¥ Firebase 0BDX ~

A Project Overview +3

Project settings

General  Cloud Messaging  Integrations  Service accounts  Data privacy

Project shortcuts

E TestLab
4%, Crashlytics Your project

Wl Analytics Dashboard

©  App Check Project name 080X 4
€ Messaging

Project I @ obdx63%5
Product categones

Project number @ 1062626365675

Build ~

Default GCP resource location @  nams (us-central)
Release & Monitor ~ Web AF 1 Key (W.Jt8:
P ¥ Environment
Engage ~ This setting customizes your project for different stages of the app lifecycle
Environment type Unspecified #°
Spark
No-costSo/month  UPITde
Public settings
<

Th i ettt Mt el S i

g. Update FCM URL in below table as-

update DIGX_FW_CONFIG_ALL_B set prop_value =

Manage AP\ in Google Cloud B
Console

hd * &

0@ :

» | B3 Al Bookmarks

com 20

3 Archive Extractor... [l React Native

Users and permissions

‘https://fcm.googleapis.com/v1/projects/YOUR_PROJECT_ID/messages:send' where prop_id

='FCM_URL";

Add YOUR_PROJECT_ID in url which is captured on above step

h. If proxy address is to be used, provide the same in database as mentioned in point 3.
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i.Generate private key for your service account by using below steps-

- In the Firebase console, open Settings > Service Accounts

FCM Push Natifications

- Click Generate New Private Key, then confirm by clicking Generate Key

You can also follow below google doc -

https://firebase.google.com/docs/cloud-messaging/auth-server#provide-credentials-manually

Sr. | Table PROP_ID CATEGORY | PROP_VALUE | Purpose
No. _ID
1 DIGX_FW_C | FCM DispatchDeta | <Server_Key> Service  account
ONFIG_VAR ils json file content
B captured in above
step
2 DIGX_FW_C | FCMKeyStore | DispatchDeta | DATABASE or | Specifies whether
ONFIG_ALL_ ils CONNECTOR | to pick server key
B from database or
from connector.
Default DB (No
change)
3 DIGX_FW_C | Proxy DispatchDeta | <protocol,proxy | Provides proxy
ONFIG_ALL_ ils _address> address, if any, to
B be provided while
connecting to
APNS server.
Delete row if proxy
not required.
Example:
HTTP,148.50.60.8
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https://console.firebase.google.com/project/_/settings/serviceaccounts/adminsdk

FCM Push Natifications

If CONNECTOR is selected in Step 2 update password as below

ORACLE weblLogic Server Admmistration Console 12¢
Change Center @ Home Log Out Preferences B3 Record Help o8

View changes and restarts 2 o Role

Configuration edting is enabled.
changes y be

Future Create a New Secunty Credential Happing
oy, sdd or delete e

doman. Back) [We| | Finish| || Cancel

Domain Structure EIS User Name and Password

Configure the EIS User Name and Password that you would ike to map the WebLogic Server User to;

Enter the EIS User Name

* E1S User Name: Fom

Enter the €IS Passo

* EIS Password:

* Confirm Password::
How do I...

Create outbound credential mappings Back. [Hieid| || Finsh| || Cancel

System Status.

Heaith of Running Servers as of 10:32 AM
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5. Build Release Artifacts

1. Clean and Rebuild your project in Android Studio.

2. In Android Studio, on the menu bar Click on Build -> Edit Build Types -> select release

®
® Project Structure X
File Edt View Navigaste Code Anslyze R
DEHG ¢» XOmaal +- Properties | Signing | Flavors | Build Types | Dependencies Q
o android | 3 build gradle | soKLocetion debug + INome: [reese 3
| B projeat clo % we- [ P - cordova_pluginss | [# jsenjs * | -=2| &
g aine Developer Services = -
& P Ads Debuggable [fatze) n H
=i resources.nls d g
- o | Authentication — o
retat | Motifications i Debuggable :ﬂ e
. | configuration.htm i
g o Modules Signing Canfig [ ﬂ
E i cordovajs .
: :\ co;du:a,p‘lugmsds 4 Concovalib Renderscript Debuggable | (fzlse) n
- index.htm
- °| |[3 Obadib Renderscript Optim Level |
build q
5 cordova 7 Minify Enabled [atse) n
Z i Cordovalib i
E Pseudo Locales Enabled \:ﬂ
3 gradle ]
- libs E Proguard File [ |
2 Obdxlib B
platiomm s ] Application Id Suffix [ |
i Version Name Suffix | J
E Zip Align Ensbled (tru
& android.iml
s 1 androidgson
& &1 AndroidManifestxml
z 2 build.gradle
e i gradle.properties
w B aradlew _
£l gradiew.bat 5|
2 i local.properties 2
2 7 project.properties E
i & settings.gradie g
® & wiapper.gradie I £
Cancel | [— —
§ 6 Android Monitor | 0 Messages “ ‘ﬂ‘ i) Eventlog  [E Gradle Console
Tchars 7324 LF: UTF-8: w &

3. Set Minify Enabled -> True & click on Proguard File selection -> Navigate to proguard-
rules.pro (zigbank\platforms\android)

»

~
File Edit View Navigate Code Analyze Re

DEHG ¢A XHEafl +— Properties | Signing | Flavors | Build Types | Dependencies Q
androi] ® Select Path X e name [reease [ %
£ P _ cordova_pluginsjs x | [B jsonjs x | +=2 | p
B azennx | @ Fide path plugins json e
g =nta\Desktop\17.2 doc op o les.pro |4 E=tuogatic [ faze) n E
- Cordovalib Jni Debuggable [¢eatse) n
o gradle ) )
2 Signing Config [ n
5 libs
E Obaib Renderscrpt Desuggabe | 7212 |13
= latform_www
v ls - Renderscript Optim Level |
5 sre Minify Enabled [true n
2 2| .gitignare
5 Pseudo Locales Enabled |:ﬂ
S & android.iml
] 3 android.json Proguard File | ” J
& AndroidManifestam —— | |
i
@ build.gradle G IR
i gradle.properties Version Name Suffix [ |
2| gradiew
Zip Align Enabled [erue n
=) gradiew.bat
7l local properties
[ proguard-rules.pro
4l project.properties
z © settings.gradle
E © wrappergradie
- i platformsjson _
" plugins e
2 res =
H . — : =
= g
o [ o« TR [ o« EETIRe =
> 6 S S —— 1 Event Log (=] Gradle Console
=] Tchars 7344 LF: UTF-3: C=

4. Click on OK -> again click on OK
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Build Release Artifacts

5. Adding URLSs to app.properties.xml (customizations/src/main/res/values/)
a. NONOAM (DB Authenticator setup)

SERVER_TYPE NONOAM
KEY_SERVER_URL Eg. http://mum00chx.in.oracle.com:3333
WEB_URL Eg.http://mumO00chx.in.oracle.com:3333

b. OAM Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE OAM

KEY_SERVER_URL Eg. http://mum00chx.in.oracle.com:8003
(This URL must be of OHS without webgate)

WEB_URL Eg.http://mum00chx.in.oracle.com:3333

KEY_OAUTH_PROVIDER_URL | http://mumO00aon.in.oracle.com:14100/oauth2/rest/token

APP_CLIENT_ID <Base64 of clientid:secret> of Mobile App client
APP_DOMAIN OBDXMobileAppDomain

WATCH_CLIENT_ID <Base64 of clientid:secret> of wearables
WATCH_DOMAIN OBDXWearDomain

SNAPSHOT_CLIENT_ID <Base64 of clientid:secret> of snapshot
SNAPSHOT_DOMAIN OBDXSnapshotDomain

LOGIN_SCOPE

OBDXMobileAppResServer.OBDXLoginScope

c. IDCS Setup

SERVER_TYPE IDCS

KEY_SERVER_URL Eg. http://mum00chx.in.oracle.com:8003
(This URL must be of OHS without webgate)

WEB_URL Eg.http://mumO00chx.in.oracle.com:3333

http://obdx-tenant01.identity.c9dev0.oc9gadev.com/oauth2/v1/token
KEY_OAUTH_PROVIDER_URL

APP_CLIENT_ID <Base64 of clientid:secret> of Mobile App client

WATCH_CLIENT_ID <Base64 of clientid:secret> of wearables
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Build Release Artifacts

SNAPSHOT_CLIENT_ID <Base64 of clientid:secret> of snapshot

LOGIN_SCOPE .
- obdxLoginScope

OFFLINE_SCOPE . }
urn:opc:idm:__myscopes___ offline_access

6. Adding chatbot support to mobile application (Optional)

CHATBOT_ID
The tenant ID

CHATBOT_URL o
- The web socket URL for the ChatApp application in IBCS

7. If using http protocol for development add (android:usesCleartextTraffic="true") to application tag
of AndroidManifest.xml (on app & obdxwear target)

 android - [D? - [app] - .happlsr - Android Studio 3.0.1 - o X
File Edit View Mavigate Code Analyze Refactor Build Run Tools VCS Window Help
android ) 1= app » 1 src ) % main ) & AndroidManifestaml app ~ 2 G TEE® LEzQ
o B Project - Q & | #- I~ | o facebo N i @ ~=1 | Gradle projects = -1
£ andraid D:\Installer\01Installer\Workspace\zigbankipla manifest||application O+ - @ B §
el gradl z
” —— <uses-permission android:name="android.permission. WRITE_EXTERNAL'S « (& android g
idea <uses-permission android:name="android.permission.READ_PHONE STATH 3 android (oot
o app <uses-permission android:name="android.permission.ACCESS NETWORK § >
H app-lib <uses-permission android:name="android.permission. ACCESS COARSE LA e
- Barcodescannerlib <uses-permission android:name="android.permission.ACCESS FINE_LOCA * sepprlie
i cordova <uses-permission android:name="android.permission.RECEIVE_SMS" /> #* :Barcodescannerlib
hed Cordovalib <uses-permission android:name="andreid.permission.READ ! /> & :Cordovalib
il Cordovalll <uses-permission android:name="android.permission.CAMERA" /> 3 :customizations
8 i customizations <uses-permission android:name="android.permission.FLASHLIGHT" /> 2 sobdxcore
z radle
= d 2 obdxwear
S obdxcore <application -
® obdswear android:hardwareAcceleTated="true" & :obdzwear-lib
obdwear-lib [ -] android: icon="Emipmap/icon"
" android: label="7ZigBank"
android.iml android:usesCleartextTraffic—itruel
s android.json android:supportsRtl="true">
2 build.gradle <activity
2\ gradie properties android: configthanges="orientation |keyboardHidden|keyboard
& gradiew android: label="gstring/launcher_name”
android: launchMode="singleTop"
2 gradlewbat . -
android:name="com.ofss .digx.mobile.android Mainhctivity"
= keystorejks android: theme="gandroid: style/Theme .DeviceDefault .NoActior
£ il local.properties android:windowSoftInputMode="adjustResize">
s Jiproject properties </activity>
E 2 settings gradle <activity android:name='com.ofss.digx.mobile.android.SplashAct . o
= 2 wrappergradie android: configChanges="orientation |keyboardHidden |keyboard W Elieet e e ed e Ben
#: o Po android: label=" Estring/launcher nanc” Pvubab\:thta path to Subversion executable is g
N emal Libreries andro1d: launchiode="singleTop" et =
E android: theme="gstyle/SplashThene" £
g android:windowSoftTnputMode="adjustResize"> @ Platform and Plugin Updates ;;,
B <intent-filter android:label="Estring/app_name'> <
= = Android Studio is ready to update. H
x Text | Merged Manifest -
P 4Run  BTODO = &logat M Android Profiler g Version Control [ Terminal : Messages R Eventlog  [E Gradle Console
[ Executing tasks: [:app:assembleDebug] (moments ago) = Gradle Build Running @EFTTITTDQ 334 CRIF B 8

8. For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build -> Generate Signed Apk
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® android - [

- lappl -
Fle Edit View Navigate Code Analyze Refactor )| Run Tools VCS Window Help

Aapphsrc’ - Android Studio 3.0.1

Build Release Artifacts

android ) Iz app ) I src ) B main ) [, Androichy “ Make Project Ctrl+F9 AR 4 & 2 B H $EE
B 5 rrojea > © & |3 MakeModuleapp 2 Y | FrinrE >
2| v P2 android DAlnstallen\OTinstallen\Workspace\zigh ~ C1ean Project O+ - ||z = o4k | B o
= gradle Rebuild Project s
- . sion android:name='"android.permission.WRITE EXTERNAL'S v (2 android &
ides e S s sion android:name="android.permission. READ_PHONE_STATH @ android (root)
o app Edit Build Types. sion android:name="android.permission.ACCESS NETWIRK S @ )
E = apy Edit Flavors... sion android:name="android.pernission.ACCESS CORRSE_ Lo e
H BarcodescannerLib N sion id.pe CCESS_FINE_LOCH © s2pp-lib
= = Edit Libraries and De : e @ Barcod Lib
= cordovs sion android:name="android.pernission RECETVE_SMS" /> (& :BarcedescannerL
v . Select Build Variant. sion android:name="android.permission.READ_SMS" /> (& :Cordovalib
i Cordovalib Build APK(S) sion android:name"android.permission.CAMERA" /> 3 scustomizati
N costomisations uil ) : ’ . @ -customizations
8 i sion android:name="android.permission. FLASHLIGHT" /> @ sobdxcore
g orecle Analyze APK.  sobd
g L 2 obdxwear
E = obdxcore. nalyze -
® obdwwear Deploy Moduleto App Engine...  harawareAccelerated="true" | @ sobdunear-lib
o ear-iib -] android: icon="Enipmap/icon
e android:label="ZigBank"
"= android iml anaroid:usesCleartextTraffic="true"
o android json 3 android: supportsREl="true">
(2 build.gradle <activity
| gradie.properties onfigChanges="orientation|keyboardiidden|keyboard
gradiew abel="gstring/launcher_name’
aunchMode="singleTop"
£ gradiew.bat )
; ame="com. ofss . digx.nobile.android.MainActivity"
= » keystore jks \eme="gandroid: style/Thene.DeviceDefault . NoAction
5 Ilocal.properties android:windowSof t InputMode="adjustResize" >
%’ I project.properties </activity>
2 @ tivity android:name="com.ofss.digx.nobile.android. SplashAct
3 (& settings.gradle <ac o ; jent:
2 & " ontigChanges="orsentat ion | kegboardiidden| xeyboar O et e rd e o
- (& wrapper.gradle et e Probably the path to Subversion executable is °
Il External Libraries android: launchMode—"singleTop” wrong. Fixit. g
= android:theme="style/SplashTheme" E
g android:windowSof tInputMode="adjustResize"> @ Platform and Plugin Updates ;
= <intent-filter android:label='gstring/app name’> z
= = Android Studio s ready to update. =
* —‘ Text | Merged Manifest s
logeat /3 Android Profiler  J & Version Control B Terminal s Q@ Eventlog (= Gradle Console
281 CRIF: UTF3 Contet <nocontet> &

[ Gradle build finished in 7s 159ms (today 3:55 PM)

® Generate Signed APK

>

Module: = app

Pre Meaxt

fiou

| Cancel | | Help

9.
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Build Release Artifacts

® Generate Signed APK =

Eey store path: | ChUsers\adipatel\My Documentshkeystore jks |

Create new... ] I Choose existing... ]

Key store password:

Key alias: | Keystore |D

Key password:

[:] Remermnber passwords

= (o] (o]

10. Select Build Type as Release, Signature Version as V1(JAR signature) AND V2(Full APK
Signature) and Change APK Destination folder if you want and click on Finish.

temma s medme A e famdeesd s mmsae AFFCEE STy

® @ Generate Signed Bundle or APK
Destination Folder: /28thMay/workspace_installer/zigbank/platforms/android/app |

|
debug

release |

]

Build Variants:

| Signature Versions: V1 (Jar Signature) V2 (Full APK Signature) Signature Help '

? Cancel Previous

~E

11. This will generate APK by the given name and destination folder. Default APK Destination folder
is zigbank\platforms\android\app\release

12. Run the App and select Device or Simulator.
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13. Repeat same steps (From step 8 and obdxwear as module) for OBDX Wear App for
Release Signing. Copy and paste proguard-rules.pro from
OBDX_Installer/installables/mobile/service/android/obdxwear into
zighank\platforms\android\obdxwear using explorer. The select obdxwear as the module and
follow same signing steps with same keystore.

14, The application has a config page at launch to enter the URL of the server (for development
only). To remove this page, update the config.xml as shown below

eve android [~/Desktop/Workspace_Android/18.3/April/1 X [appistc/main/ xmi [app]

android ) 1v; app ) W src ) B main ) = res ) s xmi ) & config.xml A obdrwear > & o % moe omQ
g * Android - o= » - & xml gy spp.properiesxml ol & xml | G configaami =
£ app <Pxml version='1.0" encoding='utf-8'7> 09
“ app-lib <widget id="com.ofss.digx.mobile.android" version="1.0.0" xmlns="http://www.w3.0rg/ns/widgets"> 15
i <name>obdx</nane>
Barcodescannerib <description>
CordovaLib A sample Apache Cordova application that responds to the deviceready event.
customizations </description>
obdxcore <author email="devecordova.apache.org”™ hrefs"http://cordova.io">
bt Apache Cordova Team
obdxwear U </author>
obdxwear-lib B aadhatindex . html Tnodule=Loginglliy
# Gradle Scripts <access origin="+"
<allow-intent
allow-intent href
allow-intent href
<allow-intent href
<allow-intent hrefs"sailt
<allow-intent href="geo:+"
. <allow-intent hrefs"sarket:+" />
g <preference name="loglevel" value="DEBUG" />
£ <preference name="OverrideUserAgent” value="obdx-mobile" />
8 <preference name="DisallowOverscroll” value="true"/>
3 <feature nase="Whitelist">
7 <param name="android-package” value="org.apache.cordova.whitelist.WhitelistPlugin" />
= <param name="onload" value="true" />
B </feature>
<feature name="Device">
] <param name="android-package” values="org.apache.cordova.device.Device" />
g re>
b3 da
= Build; Sync o -
g @ Projectsetup: synced successfully
5
i A
&
% ol 0
g
2 2
= 5
3 g
- -3
- L
= Glogeat =T000 B8 Terminal VAL Buld Q€vent Log
[ Gradile sync finished in 492 ms (from cached state) 23chars 1019 LF w8

15. Application will work on https only. If you want to run application on http then set
targetSdkVersion, compileSdkVersion to 30 and buildToolsVersion to 30.0.3 in app’s
build.gradle(zigbank\platforms\android\app\) and replace below code block from
obdx.conf(config/obdx.conf).

<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure
</If>
<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie *(.*)$ $1;SameSite=None;Secure
</If>

</IfModule>
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With below one as,
<IfModule mod_headers.c>
<If "%{HTTP_USER_AGENT} =~ /obdx-mobile-android/">
Header edit Set-Cookie "SameSite=Strict" ""
</If>
<If "%{HTTP_USER_AGENT} =~ /obdx-softtoken/">
Header edit Set-Cookie "SameSite=Strict" ""
</If>

</IfModule>

Note: We strongly recommend you to use https setup with sdk 31 only, as google play store won’t
allow app’s below sdk 31.
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6. OBDX Authenticator Application

6.1 Authenticator Ul (Follow any one step below)

6.1.1 Using built Ul
For Non-OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticator\non-oam

OBDX Authenticator Application

For OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticator\oam

6.1.2 Building Ul manually

1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui. The folder
structure is as shown:

~

[] Name Date modified
@ _build 10/25/2018 2:42 FM
@ components 72742018 12:02 PM
o css Ti27201812:02 PM
@ framework T/eT201812:03 PM
o images 772742018 12:03 PM
@ non-oam T/27/201812:03 PM
@ pages T/27/201812:03 PM
@ resources T2T/2018 12:02 PM
2. Build Ul based on selected Authentication mechanism.

a. OAM based Authentication

Open command prompt at “ build” level.

Run following command :

npm install -g grunt-cli
npm install

node render-requirejs/render-requirejs.js

grunt authenticator --verbose

b. NON-OAM Based Authentication

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Size

After running above commands and getting result as “Done, without errors.” a new folder
will be created in “ui” with name as “dist”.

e Copy “non-oam /login” folder and paste it at location “components/modules” location. This will
replace existing “login” folder.
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e Open command prompt at “_build” level.

¢ Run following command :

npm install -g grunt-cli
npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

o After running above commands and getting result as “Done, without errors.” a new folder will
be created in “ui” folder with name as “dist”.

Bl C\WINDOWS\system32\cmd.exe — ] X

authenticate
add

o~

(] Name Date modified Type Size
@ _build 10/25/2018 2:51 PM File folder
@ components FI2T/2018 12:02 PM File folder
@ rss T/27/2018 12:02 PM File folder
dist 10/25/2018 2:50 PM File folder
@ framework FIRT/2018 12:03 PM File folder
@ images T/27/2018 12:03 PM File folder
@ non-oam 742772018 12:03 PM File folder
@ pages T/2772018 12:03 PM File folder
@ resources T/27/2018 12:.02 PM File folder
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6.2 Authenticator Application Workspace Setup

1. Navigate to the workspace_installer and copy Cordova and Cordovalib as in Step 5 of

Section 2.2
@ @® workspace_installer
< o = Q=R Evl b O Q
EayOnritas > workspace_installer > android.json
: < app
®
@ AirDrop app-lib
£ Recents build
PO build.gradle
Applications
i
| Eoesor B Cordovalib -
M Documents gradle i
gradle.properties
o Downloads gradlew
5 gradlew.bat
Locations .
keystore.jks
& iCloud Drive keystore.properties
Android... 2 local.properties
= P platform_www >
Q SmartsV... = proguard-rules.pro
Remote Disc project.properties
settings.gradle
Tags workspace_installer.iml
© Red
—=Nrance

a. Copy Ul (Directories — components, css, framework, images, pages,
resources)from /dist directory to workspace_installer/app/src/main/assets/www/

In case any popup appears, click replace
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2.

3.

[ Documents
o Downloads

Locations
& iCloud Drive
Q Android... =
[ smartsv... 4
Remote Disc

Tags
© Red

£ Qranca

» CEET N

o0 e I www
<[> sl = =1 B K- B Wul K]
Favourites > AndroidManifest.xml app.properties
= ~ ;
@ AirDrop j :Jesssets cert_keys.json
£ Recents
A Applications

OBDX Authenticator Application

Qs

[ components

@ cordova_plugins.js

cordova-js-src
@ cordova.js
css
framework

| images

img

I pages
plugins
resources

o settings.html

vV VY'"Y V V¥

Launch Android Studio and open existing project

workspace_installer
~[/Desktop/SVN/18....

android
~/Desktop/Worksp...

main
~[/Desktop/Worksp...

android
~[/Desktop/Worksp...

workspace_installer
~[Desktop/SVN/18....

android
~[/Desktop/Worksp...

android
~[Desktop/Worksp...

android
~/Desktop/Worksp...

android
~/Desktop/Worksp...

android
~[/Desktop/Worksp...

android

orkspace_installer

platforms/android

roid/app/src/main

platforms/android

orkspace_installer

platforms/android

platforms/android

platforms/android

platforms/android

platforms/android

Welcome to Android Studio

-

Android Studio

Version 3.3.2

-+ Start a new Android Studio project

& Open an existing Android Studio project

4 Check out project from Version Control ~

[4' Profile or debug APK

¥ Import project (Gradle, Eclipse ADT, etc.)

r Import an Android code sample

£ Configure ~

Get Help ~

Open OBDX_Installer/workspace_installer folder in Android Studio.
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<2 m~ | = [ workspace_installer o) Q
—— I Ancrod i vzinae » NI oviroson
» I App » [ 13thApr , ™ app »
&8 Recents » [0S > 9 app-iib »
#% Applications . i build »
‘ > build.gradle
I cordova >
) Documents % Cordovalib .
© Downloads B gradle "
gradle.properties
Locations gradlew
& iCloud Drive gradlew.bat
g keystore.jks
D Android Stu... keystore.properties
D SmartSVN... = local.properties
p 0 platform_www >
@ Remote Disc proguard-rules.pro
Media project.properties
g settings.gradle
n Music workspace_installer.iml
81 Photos
 New Folder _ cancel  (CTETNE
4, Open gradle.properties file and update following properties with relevant proxy address if
required

B Project M (SN - 2 i
»  [£1 mipmap-Idpi

»  [£1 mipmap-mdpi
v [£1 mipmap-xhdpi
@ icon.png
[ mipmap-xxhdpi
[ mipmap-xoathdpi
[27 values
Ch R
A3 stringsaoml

—
A stylesxoml

P 1 xml
> CZsic
21 workspace
[; android.iml
E" android.json
%AndroidManifes’[.xml
[; authenticator.iml
(= build.gradle

il gradle.properties
E gradlew
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systemProp.http.proxyHost = <proxy address>
systemProp.https.proxyPort = <port number>
systemProp.https.proxyHost = <proxy address>
systemProp.http.proxyPort = <port number>

5. Open “assets\app.properties” file and update following properties as per requirement
E- Project M (SN - 2 o
E@ authenticator D:\mobile_svn\android\authenticator
[ gradle
[ idea
[ assets
71 www

LIl app.properties

E’" cert_keys,json
3 build
1 cordova
['ii Cordovalib
[ gradle
O ibs
[ platform_www
[z res
B2 sic
[ workspace

o -

connection_ timeout = <timeout_ in milliseconds>
ssl _pinning enabled = <YES or NO>

shared server url = <server_url>
shared oam url = <oam_ url>

otp type = <HOTP or TOTP>
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® android - [D:\172AppBuild\Authenticator\android] - [android] - ..\assets\app.properties - Android Studio 2.3.3 - [m] *

File Edit View Navigate Code Analyze Refactor Build Run Jools VCS Window Help

ODHO X0Dd AR ¢ “, |E2android ~| P 3 G ¢ e L 7 Q
B Project - (=] #- 1~ | [5ii oradleproperties % | [l app.properties %

% android

apen (3

gradie connection_timeout=1500

% 1; Project

221_pinning_enable
shared_server_url=http://111437c2.ngrok.ic
3 assets shared oam url-http://c0463ae2.ngrok.ic

idea

winw tp_typeshotp

1 2pp properties

=12 Structure

B cert keysjson
build

cordova
Cordovalib
aradle

libs

& Captures

platicrm wew
ires
3 src

workspace

& android.im|

2 Favorites

B android json
& AndroidManifest.xml
= build.gradle
sl gradle properties
aradlew
gradlew.bat

s Build Variants
[PROI IOV s

keystorejks
L TP
0 Messages @ Terminal % & Android Monitor "B TODO JEventlog [ Gradle Console

[ Gradle build finished in 35 620ms {a minute aga) 1:55 CRLF: LI

”

Note: If selected authentication mechanism is not OAM based then remove “shared_oam_url
property.

6. Click Build > Clean & Build > Rebuild project in Android Studio.
7. Click on Build - Edit Build Type - app - release
Enable minify - true
Add progurard file from workspace_installer/proguard-rules.pro
Click OK

8. If using http protocol for development add (android:usesCleartextTraffic="true") to application tag
of AndroidManifest.xml
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ene installer [ 18.3. installer] - xml (app] }
7= workspace_installer ) s app ) I src ) i main ) & AndroldManifest.xmi ) A (mapp v | > & o & W vOH L mQ
Android ~ © T & —  Wiepopropertios « g cordovajs «  geconfigxml «  4f settingshtml < [ AndroidManifestxm! -~
? o app 2
v [ manifests 5 3
o] ) AndroidManifest.xm!
» 1 generatedJava 1
v h:assets
= W lndruhl xlargeScreens="true" />
» = components 1
» bx cordova-js-src 16 i . INTERNET" />
) 1 WRITE_EXTERNAL_STORAGE" />
e i andr READ_PHONE_STATE" />
» Ex frameword andr READ_EXTERNAL_STORAGE" />
» bx images.common andr ACCESS_NETWORK_STATE" />
» bwimg 1
I » B pages
H » L plugins
8 » bu resources.nls
3 2
3 2 cordovajs ‘
k) a cordova_plugins.js = ro: om.google.android. safetynet . ATTEST_API_KEY"
&’ & settings.html android: vl\ln-"AluSyLFﬁGnPyFZIVWchmu(Fsvmnng />
4 app.properties <activity
; cert_keys.json “con. ofss. digx.mobile
§ “or locale"
v hzres
g manifest » application
& » In drawable
~ layout Text | Merged Manifest
Build: Sync & —
% gy ® Projectsetup: synced successfully at 13/04/19, 12:31 PM 395 ms
§
3
2
&
* X g
°
2 2
£ 8
2 )
S 5
z g
3
a g
- LS
& 6: Logeat TODO 8 Terminal | 9: Version Control | 4 Bulld
I App is not indexable by Google Search; consider adding at least one Activity with intent filter. for Attribute * “isonl.. 35chars 269 LF: LUTF-8 Context

The application has config page to add URL. This is for development purpose only and can be removed
using below step. (Update content src tag)

ene , installer [~/De . Android/18.3/1 19/April/ installer] - ig.xmi (app)
' workspace_installer ) ., app ) " src ) i main res ) bw xmil ) 2 config.xml AN map v P & o % Mo oEQ
g Android ~ O = & — [fiseppropeties - [ AndroidManfestaml g, config.xmi -
£ am <7xml version="1.8' encoding="utf-8'7> °g
= app-lib <widget id="com.ofss.digx.mobile.authenticator” version="1.0.0" xmlns="http://www.w3.org/ns/widgets” xmlns:cdv="http://cordak é
B g eaaiin <feature name="Whitelist">
i <para name="sndroid-packsge" value="org.apache.cordovs.hitelist. hitelistPlugin® />
» a0 Gradle Scripts <param name="onload" value="true"

</feature>

<name>0BDX Secures</name>

<description>

] Application to generate one time password for authenticating transactions in 0BDX Application.
</description>

1 <author email="oraclefcdbmobiledevagnail.con” href="www.oracle.com">

<allow-intent
<allow-intent
<allow-intent
£ <allow-intent h
5 <allow-intent
H 1 <allow-intent
3 2 <allow-intent hre:
o 3 <preference name=' " value="obdx-mobile" />
- : <preference name="LogLevel" value="ERROR"/>
<feature name="Device">
5 <param names" package" values"ory he. cordova. d Device" />
H </feature>
£ <feature name="FetchPlugin">
< <naram name"andrnid-narkana values'ran adohe nhananan fatch FatehPlumin® /s
2 widget > content
Build  Sync & -
£ .+ @ Build: completed successfully 583 m
3 ¥ @ Run build /Users/adi/Deskto cator/2019/April/19thApr/workspace.installer 489 ms
& | » @ Load build 3ms
* » @ Configure build 355 ms
» @ Calculate task graph 20ms @
g x » @ Run tasks 10 ms g
8 g
S -
g 2
& b
5 §
=4 H
E=T000 M Terminal & Build = 6 Logcat Q Event Log
[T Gradle build fiished in 595 ms (2 minutes ago) Wchars 149 LF: UTF next> T

For Generating Signed Apk: To Generate release-signed apk as follows:

On menu bar click on Build -> Generate Signed Apk
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® o Generate Signed Bundle or APK

() Android App Bundle

Generate a signed app bundle for upload to app stores for the following benefits:

® Smaller download size
® On-demand app features
® Asset-only modules

Learn more |

O APK |

Build a signed APK that you can deploy to a device

? Cancel Previous m

[ BoN ] Generate Signed Bundle or APK
Module = app - J
i
|

Key store path /Users/adi/Desktop/Android/keystore

Create new... Choose existing...
Key store password 00000000 |
Key alias key1

Key password I 0000000 I

] Remember passwords

? Cancel Previous m

[ BN ) Generate Signed Bundle or APK

Destination Folder: | "18.3_Authenticator/Android/13thApr/workspace_installer/app

debug |

release |

Build Variants:

Signature Versions: [ V1 (Jar Signature) V2 (Full APK Signature) Signature Help

? Cancel Previous
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TICK BOTH V1 and V2 for apps equal or above version 7.Click Finish to generate .apk
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7.

Application Security Configuration (For SSL Pinning)

Application Security Configuration (For SSL Pinning)

Root Check - Ensure Step 3.1 is completed

1.

Open google developer console. Select your app then navigate to
Setup-> App Integrity-> change option of Response Encryption

In the window that appears, click Manage and download my response encryption keys and
follow below steps to generate response encryption keys-

a. Create a new private-public key pair. RSA key size must be 2048 bits using below
command-

openssl genrsa -aes128 -out your_path/private.pem 2048

Then use your password phrase for creating private.pem and also use the same password
for verifying the private.pem. Then hit the below command.

openssl rsa -in your_path/private.pem -pubout -out your_path/public.pem

Enter the same password which you have used while creating private.pem. These two files
will now appear on your mentioned path. Then upload the public.pem file on the window
which was appeared after clicking on Manage and download my response encryption keys
option.Once you upload the public.poem file it will automatically download
your_app_pkg_name.enc file. Then hit below command as,

openssl rsautl -decrypt -oaep -inkey your_path/private.pem -in your_app_pkg_name.enc -out
your_path/api_keys.txt

Enter the password for private.pem. It will create api_keys.tx file on your path. It must be
consist of VERIFICATION_KEY and DECRYPTION_KEY.

Maintain this VERIFICATION_KEY and DECRYPTION_KEY in DIGX_FW_CONFIG_ALL_B
table corresponding to the following keys respectivel:
PLAY_INTEGRITY_ENCRYPTION_KEY and PLAY_INTEGRITY_DECRYPTION_KEY

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = "YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY";

update DIGX_FW_CONFIG_ALL_B set prop_value
prop_id = 'PLAY_INTEGRITY_ENCRYPTION_KEY";

"YOUR_ENCRYPTION_KEY" where

Similarly, Obtain the same keys for authenticator app by using above step 1 and then
maintain those in DIGX_FW_CONFIG_ALL_B table corresponding to the following keys
respectivel:

PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR and
PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR

An example query will be:

update DIGX_FW_CONFIG_ALL_B set prop_value = "YOUR_DECRYPTION_KEY' where
prop_id = 'PLAY_INTEGRITY_DECRYPTION_KEY_AUTHENTICATOR’;
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1. update DIGX _FW_CONFIG_ALL_B set prop_value = 'YOUR_ENCRYPTION_KEY" where
prop_id ='PLAY_INTEGRITY_ENCRYPTION_KEY_AUTHENTICATOR';

4. Similarly, we also have to maintain package names of Servicing and Authenticator app in the

same table, i.e. DIGX_FW_CONFIG_ALL_B corresponding to the following keys
respectively:

ANDROID_SERVICING_PACKAGE and ANDROID_AUTHENTICATOR_PACKAGE
An example query will be:

insert into digx_fw_config_all_b (PROP_ID, CATEGORY_ID, PROP_VALUE,
FACTORY_SHIPPED_FLAG, PROP_COMMENTS, SUMMARY_TEXT, CREATED_BY,
CREATION_DATE, LAST_UPDATED_BY, LAST_UPDATED_DATE, OBJECT_STATUS,
OBJECT_VERSION_NUMBER) values ('ANDROID_SERVICING_PACKAGE', 'mobileconfig',

‘com.ofss.zigbank', 'N', ", 'Stores device id in OUD', 'ofssuser’, sysdate, 'ofssuser’, sysdate,
Y', 1,);

SSL Pinning

5. Get the list of Base 64 encoded SHA256 hashed certificates' public keys of server’s valid
certificates. Use below command to generate this hash for your certificate. Replace
'<certificate.der>" with the path to your certificate.

openssl x509 -inform der -in <certificate.der> -pubkey -noout | openssl pkey -pubin -outform
der | openssl dgst -sha256 -binary | openssl enc -base64

6. Add the hashed keys generated in point 6 to
zigbank\platforms\android\customizations\src\main\res\values\app.properties.xml file
in ‘certificate_public_keys’ array. Append this key to ‘sha256/ in an <item> tag as shown

below. Multiple certificate keys can be added to ‘certificate_public_keys’ array by adding them
in <item> tags.

Eg.:

<string-array name=

</string-array>

<string-array na
<ite 2

</string-ar

Home
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8. Adding Custom CORDOVA Plugin

Step 1 -
Create java folder and add yout package under app(zigbank\platforms\android\app)

Create java file under your package which will extends CordovaPlugin
Override execute method with JsonArray as a parameter
Retrive jsonobject from JsonArray and get the data which passed from js file
Example:
public class GetDirectionMapPlugin extends CordovaPlugin {
@Override

public boolean execute(String action, JSONArray args, CallbackContext callbackContext)
throws JSONException {

try{
JSONODbject object = args.getJSONObject(0);
String yourKey = object.getString("your_key");
}catch (Exception e){
Log.e(TAG,e.getMessage());
}
return true;
}
}

Step 2 -

Create plugin file under plugins folder of
www(zigbank\platforms\android\service\workspace\app\src\main\assets\www\plugins)

Example:
cordova.define("cordova-plugin-getdirection”, function(require, exports, module) {
var exec = cordova.require('cordova/exec’);
exports.navigate = function(args, successCallback, errorCallback) {

cordova.exec(successCallback, errorCallback, "GetDirectionMapPlugin", "direction",
[args]);

%
D

cordova-plugin-getdirection.getDirectionPlugin -> user defined id from
cordova_plugin.js(zigbank\platforms\android\service\workspace\app\src\main\assets\ww
w\cordova_plugin.js)

GetDirectionMapPlugin-> name of java plugin class
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direction -> action

navigate -> this can be use in js file to this function

Step 3 -

Make entry of plugin in
cordova_plugin.js(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\sr
c\main\assets\www) as below ->

Example:
{
"id": "cordova-plugin-getdirection.getDirectionPlugin”, -> user defined id

"file": "plugins/cordova-plugin-getdirection/www/mapgetdirection.js", -> path of plugin js
file

"pluginld": "cordova-plugin-getdirection"”,

"clobbers":

"window.getDirection" -> this can be used in js file to call plugin
]

}

Step 4 -

Make entry of java plugin class in

config.xml(zigbank\platforms\android\service\workspace\zigbank\platforms\android\app\src\main\r
es\xml) file of app as below -

Example:
<feature name="GetDirectionMapPlugin">
<param name="android-package" value="Your_Plugin_Java_Class_Path" />
</feature>

GetDirectionMapPlugin -> Name of java plugin class

Step 5 -
Plugin calling in js file ->
Example:
window.getDirection.navigate({
originLatLng: origin,
destinationLatLng: location
)
window.getDirection -> clobber define in the cordova_plugin.js file

navigate -> name of the function defined in plugin js file

Mobile Application Builder Guide — Android 47



